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1 Introduction and general comments  

 

The Italian Banking Association (ABI) appreciates this opportunity to offer observations and 

comments on the document (Consultation Paper - CP) setting out the proposed "Guidelines on 

ICT risk assessment under the Supervisory Review and Evaluation Process (SREP)".  

 

The growing importance and complexity of ICT risk in the banking sector as well as the 

increase of the potential prudential impact on individual banks and the sector as a whole have 

prompted the EBA to develop these guidelines to assist the Competent Authorities for the 

purpose of promoting common procedures and methodologies in ICT risk assessment. 

 

In view of the common interest of creating effective guidelines for the sector in ICT risk 

assessment, the ABI wants to make its own contribution in response to the consultation, based 

on the comments of its Associates and with the involvement of the ABI Lab Consortium, which 

is particularly active in development and analysis regarding security issues within the banking 

sector. 

In general it is believed that the document reflects largely what is already set out at national 

level in Circular 285 of the Bank of Italy, which has led banks to make significant investments 

towards adapting to requirements in terms of security and mitigation of ICT risks. 

In addition, the guidelines appear to be consistent with the SREP and the set of the processes 

and controls described therein. However, it is evident how the guidelines are part of a set of 

regulatory initiatives and changes at both national level - Circular 285 of the Bank of Italy - 

and European level (such as the NIS Directive, ECB activities and the EBA stress test), which 

focus on the theme of ICT risks and their relationship with activities subject to operational 

risks; it is important, in this regard, that its supervisory processes under SREP promote 

harmonisation actions for the avoidance of misalignments and redundancies in order to 

safeguard the investments made. 

Additionally, by reading the document and noting the numerous references made to matters of 

operational risk, it appears that the CP focuses on ICT operational risks, without highlighting 

specific actions that will serve to cover strategic risks. It could be useful, therefore, to explicitly 

include this priority issue in the introduction to the document, to help impacted parties achieve 

a more efficient setup process, and obtain greater focus of directives and recommendations for 

the relevant Authorities.  

Below are some specific comments on the content of the CP.  

 

2 Detailed comments 

 

Scope, objectives and definitions 

Paragraph 9: Greater accuracy would be desirable in the definitions included in the guidelines, 

so as to avoid inconsistencies both within the same document and also with respect to other 

European standards that address similar themes (such as the NIS Directive).  

In particular, clarification is required on the definition of ICT Risk and the inclusion or 

otherwise of confidentiality risk in this definition.  

 

The proposed ICT Risk Taxonomy formed by the five definitions under paragraph 9 focuses on 

risk drivers that are not complementary to each other. This can lead to overlaps, causing 

undesirable risk attribution issues. 

 

For instance, in the case of a "non-authorised change" event that leads to data corruption, it 

would be difficult for banks to assess which risk is predominant between "ICT change risk" and 

"ICT integrity risk". Similarly, if an incident is generated by an "unauthorised access" to the 

system and leads to a system-down, it is difficult to categorise such an incident as an "ICT 

security risk" rather than an "ICT availability and continuity risk". 
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Considering the above, we would ask for clarification on how the taxonomy should be 

interpreted, in order to correctly allocate incidents under the proper ICT risk categories given 

in the guidelines.  

 

Regarding the “ICT Outsourcing risk category”, we would suggest the separation of the ICT 

consequences arising from the activities provided by the outsourcee (which should be linked to 

the other 4 ICT risks on pages 11-12) from the risks derived from the choice and management 

of the aforementioned outsourcee (service provider). 

On the identification of ICT risks, it would be desirable to make reference to a common 

taxonomy that takes into consideration the best practices defined by the banks in the sphere 

of operational risk and security management, leaving at the same time flexibility in the 

implementation, and which appropriately includes the definitions of "ICT Security Risk” and 

"Cyber Risk".  

In addition, with reference to the concept of ICT Services, it would be useful to have more 

accurate information about what processes must be considered important at international 

level. 

In this regard, the Italian reference regulations on internal controls (Circular 285 of the Bank 

of Italy) include a number of specific provisions on the measures to be adopted to ensure ICT 

Services. 

 

 

Title 3: Assessment of institutions' ICT risks, exposures and controls 

Paragraph 33: In view of the already existing provisions in the national context, we request 

the representation in greater detail of EBA expectations regarding the consistency required 

between the IT risk assessment process and the broader framework of operational risk 

management. For example, is it requested that the assessment methodology should be 

uniform (i.e. identification of risk scenarios, assessment of inherent risk/controls/residual risk 

and mitigation for the most material risks) or that consistency must be ensured also at a more 

detailed level (i.e. same assessment scales for economic impacts)? 

With a view to facilitating consistency, however, from a self-regulation standpoint, for the 

Italian context a mapping of ICT risks and operational risks has been defined, based on a 

series of internationally-recognised standards (including COBIT 5 for IT risks) cross-referenced 

with the types of operational risk events defined by Basel provisions.  

 

Paragraph 35: To help banks implement organisational oversight and internal controls 

consistent with regulatory requirements regarding the task of scoring, it would be appropriate 

to explain more carefully which metrics, criteria and levels of detail are to be used to assess 

the quali-quantitative information taken into account in the analysis, the weighting of each 

component and any aggregation techniques that lead to the determination of an unambiguous 

score. 

Also, paragraph 127 of Title 6 of the SREP guidelines refers to “peer benchmarking”. It would 

be appropriate to clarify the benchmarking mechanisms by which the assessment scores can 

be subsequently corrected in relation to the values recorded by peers, and what the criteria 

could be for the composition of the Peer cluster.  

Finally, we point out the extreme sensitiveness or confidentiality of information handled 

regarding ICT risks, for which it seems a complex task to be able to create information 

gathering processes to create benchmarks through entities outside the Bank. In Italy, 

summary reports on cybersecurity and ICT risk are still made, but they serve more as 

assessment tools for trend developments rather than as analytical assessment tools (e.g. 

DIPO, the ABI initiative held since 2003 collects specific data, on a defined path, on individual 

operational risk events exceeding 5,000 euros that are reported by the participating banks and 

returned anonymously; the annual report of the IT Fraud and Security Observatory on the 

prevention and fight against fraud on the Internet and Mobile banking). 
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Paragraph 36: In order to avoid misunderstandings on the concept of materiality of the risk, it 

would be appropriate to have reference quantitative parameters (such as the percentage of 

total assets, the percentage of the IR, etc.). 

 

Title 3.2.2 Review of critical ICT systems and services 

Paragraph 38: There are no clear criteria with which the Authorities can define and ascertain 

which ICT services and systems are critical, in the assessment stage. In this regard, it would 

be useful if, upstream of the SREP process assessment, there were shared clarification on what 

are the critical areas targeted by the SREPs. 

 

Title 3.2.3 Identification of material ICT risks to critical ICT Systems and Services 

Paragraph 40: The definition of risks that may have a material prudential impact is related to 

the assessment of the risk profile of individual companies and their critical systems and 

services. Clarification is required on whether or not the assessment of such material risks is 

linked to a qualitative assessment by the competent Authorities. 

 

 

Title 3.3.1 ICT risk management policy, processes and tolerance thresholds 

Paragraph 47: It would be useful to define in greater detail the aspects regarding ICT risk 

tolerance thresholds. In particular, under point a) reference is made to risk tolerance 

thresholds spoken of in the plural; it is not clear whether or not it means a number of 

tolerance thresholds equal to - or similar to - the number of IT risk scenarios defined in the 

ICT Risk model/framework of each actual firm. In this regard, we ask if it is possible to adopt – 

for operational and not strategic IT risks – a single "risk tolerance threshold” parameter, 

inherited by the Operational Risk framework, and therefore a single quantitative threshold; but 

if the EBA instead confirms its intention to refer to different risk tolerance thresholds, we would 

ask for the inclusion, in the ICT Risk Taxonomy Annex, of practical examples of risk tolerance 

for each of the ICT risk categories proposed. 
 
 
Title 3.3.4 ICT risk controls that are specific for the identified material ICT risk 

 
Paragraph 50: The risk severity level of ICT systems and services cannot be assessed 

according to a single specific measurement, but instead requires more orientation toward 

processes, which should be reported in the guidelines document. 

 

Paragraph 55: Data integrity requirements are strongly related to the severity of related 

business processes, so there is a requirement for more flexibility than for the definition of the 

framework, based on the specific risk assessment by each firm.  

 

Paragraph 57: attention is drawn to the difficulty that may arise in the actual evaluation of 

controls for the proper assessment of ICT outsourcing risks. It is often difficult to assess the 

risk level of outsourcers. Equally difficult is the carrying out of extensive assessment and audit 

tasks on such service providers. In order to improve the degree of compliance with regulatory 

requirements, it would be first of all necessary to specify in more detail what the expectations 

are regarding outsourcing among group companies and those for external outsourcing. For the 

latter case, it would be also useful to have further details regarding cloud services. 

 

Paragraph 58: In our view, the phrase “mitigating material outsourced ICT services” should 

relate to the outsourced ICT “risks” rather than “services”. Hence, for the sake of clarity, we 

ask the EBA to confirm if this interpretation is correct. 
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Title 3.4 Summary of findings and scoring 

 

Paragraph 60: The scoring model defined in the document uses a categorisation system that 

seems to lack detail and balance regarding risk exposure, without taking into account other 

aspects that may be relevant, such as losses. We suggest therefore that the table be revised 

adopting a broader approach for determining the scores, which should takes into account 

losses (severity) as well as probability of occurrence (frequency). 

 

On the other hand, the probability and severity aspects are already routinely used in 

conducting scenario analyses. In this regard please note that in the ABI-ABI Lab environment 

there is an information exchange system in relation to the features of the IT risk scenario 

analyses actually conducted by members (SCER). So, as well as increasing visibility on likely 

scenarios to be analysed, it is possible to enhance the experience curve in relation to the 

methodologies used to determine the probability and impact of the different categories of 

scenario (listed by ICT risk threat and operational risk event type). 

 

 

 

 
 


