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The BBA is the leading trade association for the UK banking sector with 200 member banks 
headquartered in over 50 countries with operations in 180 jurisdictions worldwide. Eighty per cent of 
global systemically important banks are members of the BBA. As the representative of the world’s 
largest international banking cluster the BBA is the voice of UK banking. The BBA is listed on the EU 
Transparency Register, under ID number 5897733662-75. 
 
Key Points: 
 

 Allowing firms latitude by operating within their own risk taxonomies 
 Duplication 
 Proportionality 

 
Overarching Comments 
 
The BBA welcomes the opportunity to provide comments on behalf of its members for the EBA’s 
consultation on Guidelines on ICT Risk Assessment under the Supervisory Review and Evaluation 
Process (SREP), henceforth ‘the Guidelines’. We recognise that the EBA’s decision to focus on ICT 
risk as part of overall operational risk under SREP is a reflection of the increasing importance of 
technology in banking. The BBA’s members invest significant sums annually both in an effort to 
maintain the security and effectiveness of their existing ICT estate as well as to bring new 
technologies into their institutions in order to ultimately improve the products and services they can 
offer their customers. The guidelines are thus a timely addition to the SREP.  
 
Risk Taxonomy:  
While the Risk Taxonomy included in the Guidelines is designed to unify the Europe-wide review of 
ICT risks, we would wish to see firms retain latitude to manage risks using their own taxonomies. 
Many banks make use of an existing internal risk taxonomy which underpins internal processes as 
well as board and regulatory reporting. A common global risk taxonomy would indeed present 
benefits to the industry, however, it would need to be unified across firms and regulatory authorities 
around the world before it could be effective. Until there is agreement across the major global 
regulators on a common taxonomy, it is impractical and not beneficial to attempt to enforce a 
common taxonomy.  
 
We thus welcome statements made at the public hearing on the Guidelines which took place 22 
November in London which reinforced firms’ latitude to manage their own risk taxonomies. The 
statements made were to the effect that firms would be free to use frameworks that they consider 
appropriate for managing ICT risk and the EBA does not consider its objective is to develop formula 
or methodology for risk tolerance/thresholds owing to the difficulty in measuring operational and ICT 
risk. These are important points as mandating any taxonomy in the management of risks within firms 
might remove the opportunity for the management of risk in a way that matches the enterprise-wide 
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approach. Such a move could present a further danger that categories are seen as complete thereby 
constraining a firm’s thinking around its risks. 
 

Recommendation: The taxonomy definition should be limited to a recommended model to 
be used by firms that do not already have a standard taxonomy. 

 
Duplication: 
There is concern among the BBA’s members that there are a number of regulations and initiatives 
currently in place or being developed which address similar issues of ICT risk and therefore that 
there is a danger of overlapping and inconsistent requirements being placed upon institutions in 
scope of the Guidelines. For example, the ECB has recently completed a thematic review on cyber 
risk, a risk that currently falls under the wider umbrella of ICT risk. This is also true at the 
international level with various initiatives from MAS, Swiss and Irish authorities for example. 
Members would welcome a call for harmonisation of approaches across jurisdictions and would also 
welcome the EBA’s leadership in this regard, especially around topics like cyber which is often a 
cross-jurisdictional problem.  
 

Recommendation: The EBA should engage in a dialogue with the industry in order to 
facilitate understanding on both sides as to the parallel regulatory actions constraining the 
banking industry and potentially producing duplication. 

 
Proportionality: 
Members have also expressed concern about how the principle of proportionality will be applied 
throughout the Guidelines. This relates to two factors: the size and technology risk exposure of 
different organisations, and the cross jurisdictional and often global scale of some banks. 
 
There is concern from members as to how competent authorities will account for variation in the size 
and technology risk exposure of different organisations. The Guidelines say that “the principle of 
proportionality applies throughout” and that the relevant considerations for proportionality are “the 
size, structure and operational environment of the institutions as well as the nature, scale and 
complexity of the institution’s activities” (p.14).  
 
Although this sets out a clear principle, there remains uncertainty about how this principle will be 
applied. From the point of view of larger banks, the question of cross-jurisdictional operations and 
exposure is not addressed through this principle. In the case of truly global banks they may, for 
example, be operating several apps through multiple data centres spread around the globe at any 
one time. How does the principle of proportionality apply to this level of exposure and how can it be 
judged by a single competent authority within a single jurisdiction? Members identified several 
provisions around proportionality which are not consistent and duplicate work.  
 
For smaller banks, the numerous and differing operating models being used in the banking 
community makes the question of proportionality paramount. Yet given the extent of variation in 
levels of ICT risk exposure it becomes a difficult task for competent authorities to apply adequate 
proportionality to each institution. Thus uncertainty as to how proportionality will be assessed 
remains a concern to members. Will proportionality be addressed in the context of the local market?  
 

Recommendation: Given the importance and also difficulty of determining a proportionate 
approach the guidelines would benefit from clarification as to how proportionality will be 
judged, especially in the case of cross-jurisdictional concerns. The industry would also 
welcome further dialogue with the EBA and competent authorities to discuss the difficulties 
and concerns around proportionality and how these might be overcome. 

 
Scoring 
At many banks, risk assessment and measurement are broadly implemented processes. Such 
processes should be encouraged across the industry, however, it is not practical or desirable to 
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implement a common scoring approach across every firm in the industry, as this would ignore the 
inherent differences in the risk profile and business specifics of each firm.  
 

Recommendation: We suggest that the scoring methodology in the guidelines be a 
proposed model to be used by firms that do not have an existing scoring methodology.  

 
Risk Modelling 
The Guidelines currently allow a certain amount of ambiguity in regards to ensuring that the 
regulation is applied properly and within the spirit of adequate ICT oversight. As an example, the 
notion of “competent authorities” is used liberally throughout the document, but with limited context 
thereby allowing for a level of individual interpretation. 
 

Recommendation: The EBA should provide clarity in the Guidelines by making use of the 
model of the standard three lines of defense in risk governance. Using this framework to 
provide context to several of the concepts in the Guidelines would help ensure a more 
uniform interpretation of the spirit of the rules across the banking industry. 

 
Business relationship  
A greater emphasis should be included in the Guidelines on the importance of a strong relationship 
between ICT and the business units it serves. The BBA considers that in the interest of ensuring an 
industry wide approach to technology that is safe and secure, the ICT and business functions should 
exist in a strong partnership. Such a partnership will help to ensure maximum effectiveness of the 
ICT function. 
 
Use of “ICT Outsourcing Risk”:  
The wording of this ICT Risk Category suggests processes that are contracted out of the 
organisation. However, since the definition of the term includes ‘engaging a third party’ we suggest 
that the Risk Category is re-named “ICT Supplier Risk” to provide a broader coverage than only 
outsourcing.  
Examples: p7, Background and rationale; p12, Subject matter, scope and definitions 
 
Industry-wide Suppliers and Schemes:  
As the EBA has acknowledged, it is difficult to measure operational and ICT risk. As discussed 
below this is in large part due to the cross-jurisdictional nature of ICT functions especially in global 
institutions. Members believe that a better co-ordinated approach to industry-wide suppliers might 
reduce the expected burden on regulatory bodies and firms. As providers of credit referencing, 
national telecoms providers, ATM and payment transmission networks can be considered as a 
repeated supplier to multiple firms, we would prefer that these common, industry-wide suppliers were 
considered on an industry basis rather than having multiple points of view of the same supplier. This 
might include supplier resilience, security, governance and risk management. It is the case that 
individual firms cannot necessarily assess industry concentration risk associated with these ‘critical’ 
suppliers. 
 
 
Specific Comments 
 
In the following section, we shortly summarise the points in which we see further need for 
clarification and or more level of detail. 
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Title 2 - Assessment of institutions’ governance and strategy on ICT 

2.2: ICT strategy 

The BBA’s members disagree with the inclusion of the need to ‘keep ICT up-to-date’ and the 
treatment of important and complex ICT changes as mandated elements of ICT strategy in 
paragraph 23. It is the view of the industry that while strategy should set a framework for long-term 
management of the ICT estate and approach to change, details on these specific items might be 
more usefully covered in other sections.  
 
2.2.1: ICT strategy development and adequacy 
Paragraph 26b should be amended to include a materiality element. Member banks do not consider 
that the Management Body must know and address all risks associated with ICT – but should know 
and address material risks associated with ICT.  

 
We propose that a strategic approach to suppliers might be included in paragraph 24.  
 

Title 3 - Assessment of institutions’ ICT risks exposures and controls  

Section 3.2.2: Review of the critical ICT systems and services (paragraph 38) 
Paragraph 38 states that competent authorities should review documentation from institutions in 
order to identify ICT risks with a potential significant prudential impact. As stated above, the 
international character of many of the institutions in the scope of these guidelines and the cross 
jurisdictional nature of ICT risk creates a complicated risk profile for regulators to judge. As a result, 
institutions are facing multiple regulatory jurisdictions requesting increasing amounts of granular 
data. Authorities would thus benefit and should seek to develop an engagement framework which 
creates the least amount of duplication across different regulatory jurisdictions. 
 
Although the considerations under paragraph 39 are broadly appropriate, the requirement that 
services should ‘fulfil at least one of the following conditions’ might scope in too many services to the 
list of ‘critical’ items. The EBA should consider whether it would be preferential for firms to be obliged 
to rate or tier critical services – allowing each firm to define their own criticality approach and 
affording a more nuanced approach than ‘critical’ or ‘non-critical’. This list might then serve as a non-
exhaustive list of considerations in this tiering or rating. 
 
In addition, external system risk IT components should be addressed in the Guidelines in paragraph 
39.  
 
Finally, although member banks agreed with the conditions given for identifying critical ICT systems 
and services and were confident in their ability to comply, there is concern over the mechanics of 
complying especially for cross-jurisdictional banks. There is a large degree of potential for 
duplication of work regarding demonstration of appropriate consideration of risk which would  
introduces complication. The industry urges the EBA and competent authorities to engage in 
dialogue around how duplication can be minimised both for authorities and institutions in scope of 
the Guidelines.  
 

Section 3.2.3: Identification of material ICT risks to critical ICT Systems and Services 
The principle of flexibility is essential in the assessment of controls to mitigate ICT risk. A high level 
approach allows institutions to align their internal controls to the given categories reducing 
burdensome work for both the institutions and authorities and resulting in a better outcome for 
managing risk. Should too specific an approach be adopted it could result in a tick-box rather than a 
risk-based approach to compliance by institutions trying to adhere to the guidelines.   
 
An additional concern is found in paragraphs 40-42 which leave the determination of materiality to 
the competent authority and not the bank. Such an approach could lead to inconsistent interpretation 
of materiality across regulatory environments creating a significant challenge for banks trying to 
comply consistently on a global or regional level.   
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Finally, many banks take a customer impact first focus in determining system criticality. While this is 
mentioned in 40b, we feel that more prominence should be given to this consideration in the form of 
a distinct bullet point.  
 

Recommendation: It is important to maintain the principle of flexibility in regards to 
managing ICT risk as such risks are not black and white in nature. The industry is open to a 
dialogue with authorities as to how to pull together best practice for such a review. 

 
Section 3.3.1: ICT risk management policy, processes and tolerance thresholds  
Efficiencies in the application of the Guidelines can be driven here by referencing an already-
reviewed enterprise-wide approach to Operational Risk. We suggest acknowledgement is given to a 
wider Operational Risk approach that regulatory bodies consider to be adequate, rather than re-
reviewing this as a distinct ICT Risk management approach. 
 
Section 3.3.2: Organisational management and oversight framework 
In paragraph 48e this item should be refined to make clear whether ‘applicable ICT regulations and 
policies’ includes technology-related policies like the adoption of particular technology platforms. We 
suggest this be refined to say ‘risk-material ICT regulations and policies’. 
 
Section 3.3.4: ICT risk controls that are specific for the identified material ICT risks (Para 52.a.i): 
Dependency Analysis  
The need for a ‘comprehensive analysis of dependencies between the critical business processes 
suggests that a dynamically updated CMDB is mandated by the proposal. We suggest that this is 
better expressed as ‘a mapping between critical business processes and supporting systems’. 
 
Section 3.3.4: ICT risk controls that are specific for the identified material ICT risks (Para 52.b): Data 
Centre Separation  
While we agree that distance between data centres is an important consideration it should not be the 
sole consideration and we would suggest the words ‘…sufficient separation between…’ are used. 
This term might encompass separation geographically, but also by power supplier and telecoms 
provider.  
 
Section 3.3.4: ICT risk controls that are specific for the identified material ICT risks (Para 52.b.iii): 
Monitoring  
The need to detect ICT availability or continuity incidents should be subject to system criticality and 
other risk considerations. The wording of this bullet suggests that it might be mandated on all 
elements of ICT solutions across the firm.  
 
Section 3.3.4: ICT risk controls that are specific for the identified material ICT risks (Para 52.b.ix): 
DDOS Attacks  
This bullet is too tightly-specified to include only DDOS attacks and there is a level of duplication with 
point v. We would suggest that a wider view of cyber threats is adopted.  
 
Section 3.3.4: ICT risk controls that are specific for the identified material ICT risks (Para 52.c): 
Continuity  
We believe this section should be driven by expected and proven recoverability rather than the need 
for back-ups. Firms might wish to have multiple copies of data in online redundant stores, but 
referring to backups only here does not reflect current thinking on ICT resilience. 

 
Section 3.3.4: ICT risk controls that are specific for the identified material ICT risks (Para 54): 
Controls for managing material ICT change risks  
Section (b) does not provide for firms to adopt continuous or agile delivery where functions of 
developer and operator might be combined to a degree, but within more highly controlled tools. 
Section (c) should better reflect the criticality of a system for replication in a test environment and the 
wider role of agile approaches rather than undergoing extensive proving in non-production 
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environments. Section (g) should consider both the risk of the change as defined by the firm but also 
that security vulnerabilities can be exploited in non-Internet facing software 
 
Annex: ICT Risk Taxonomy: ICT Availability and Continuity Risks  
This section does not appear to give adequate prominence to the design and operation of resilient 
systems. While disaster recovery is one element of availability and continuity we would suggest that 
a wider view needs to be taken to include automatic resilience, reduction in manual process, 
monitoring etc.  
 
Annex: ICT Risk Taxonomy: ICT Security Risks  
While this section is currently adequate it brings a wider question about how this section can be kept 
up-to-date and respond to emerging threats and approaches. 
 
 
Conclusion: 
The BBA and its members welcome the effort to promote common procedures and methodologies in 
ICT risk management. Ultimately these will have the greatest effect if implemented at a global level 
across jurisdictions. We would thus welcome the chance to discuss these issues further and to 
consider with you how best the industry can support the EBA in fostering the development of a 
globally harmonised approach to technology risk in banking.  
 
Sincerely,  
 
Matthew Field 
Policy Adviser, Digital 
 
T 020 7216 8922 | M 07725 350263 
E matthew.field@bba.org.uk 
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